
For DtP deliveries to and from homes,  consider GDPR 
guiding principles when processing patient data:

Purpose limitation

•	 Based on job function, a permission matrix must only permit pre-
defined, trained and authorized persons to access personal data

•	 Do not share personal data with any individuals that do not require 
this information to complete their job (noted in matrix)

Data minimization

•	 Do not collect any personal data not needed to fulfill required services

Storage limitations

•	 Only store patient data as long as necessary for compliance and legal 
purposes

•	 Implement a process to flag relevant patient records for destruction/
system removal

Integrity and confidentiality

•	 It is vital that controls be established to manage and encrypt 
personal data in systems

Accountability

•	 Perform regular audits to track access and processing of  
personal data

•	 Audit trails should not disclose personal data

	 Robust and recurrent training for all 
individuals involved in processing 
personal data

	 Balance data privacy controls with 
supply chain tracking and security 
(chain of custody) compliance 
requirements, including proof of 
delivery

	 Secure patient confidential information 
to avoid accessibility and sharing with 
sponsor and blinded parties

	 Shipping documentation and labels 
should not include personal data, be 
destroyed following delivery, or stored 
per compliant processes

	 Avoid inclusion of confidential 
information on TMF documents Create 
a process to verify the recipient is the 
authorized person upon delivery

	 Consider challenges in managing third 
party couriers when subcon-tracted by 
the primary courier

	 Ensure all stakeholders agree on 
processes, escalation and contingency 
plans

ADDITIONAL 
RECOMMENDATIONS:

SHARE. COLLABORATE. IMPROVE.

GDPR Considerations for Direct-to-Patient 
(DtP) Supply Chains

The GDPR (General Data Protection Regulation) is designed to protect the right to personal data 
privacy for all EU citizens. GDPR applies to all organizations collecting or using such data, including 
those outside the EU.

All personal data relating to an identifiable person is in scope. GDPR incorporates subjects that can 
be identi-fied, directly or indirectly, by reference to an identifier such as name, identification number, 
location data, online identifier or to one or more factors specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that person.


